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§106 - Exclusive rights in copyrighted works**

Subject to sections 107 through 122, the owner of copyright under this title has
the exclusive rights to do and to authorize any of the following:

(1) to reproduce the copyrighted work in copies or phonorecords;

(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the
public by sale or other transfer of ownership, or by rental, lease, or lending;

(4) in the case of literary, musical, dramatic, and choreographic works,
pantomimes, and motion pictures and other audiovisual works, to perform
the copyrighted work publicly;

(5) in the case of literary, musical, dramatic, and choreographic works, pan-
tomimes, and pictorial, graphic, or sculptural works, including the individual
images of a motion picture or other audiovisual work, to display the copy-
righted work publicly; and

(6) in the case of sound recordings, to perform the copyrighted work pub-
licly by means of a digital audio transmission.

§106A - Rights of certain authors to attribution and integrity*”

(a) RIGHTS OF ATTRIBUTION AND INTEGRITY. — Subject to section 107 and
independent of the exclusive rights provided in section 106, the author of a work
of visual art —

(1) shall have the right—

(A) to claim authorship of that work, and
(B) to prevent the use of his or her name as the author of any work of
visual art which he or she did not create;

(2) shall have the right to prevent the use of his or her name as the author
of the work of visual art in the event of a distortion, mutilation, or other
modification of the work which would be prejudicial to his or her honor or
reputation; and



(3) subject to the limitations set forth in section 113(d), shall have the right —

(A) to prevent any intentional distortion, mutilation, or other modi-
fication of that work which would be prejudicial to his or her honor or
reputation, and any intentional distortion, mutilation, or modification of
that work is a violation of that right, and

(B) to prevent any destruction of a work of recognized stature, and any
intentional or grossly negligent destruction of that work is a violation of
that right.

(b) Score AND EXERCISE OF RIGHTS.— Only the author of a work of visual
art has the rights conferred by subsection (a) in that work, whether or not the
author is the copyright owner. The authors of a joint work of visual art are
coowners of the rights conferred by subsection (a) in that work.

(¢) ExcepTions.—(1) The modification of a work of visual art which is the
result of the passage of time or the inherent nature of the materials is not a distor-
tion, mutilation, or other modification described in subsection (a)(3)(A).

(2) The modification of a work of visual art which is the result of conserva-
tion, or of the public presentation, including lighting and placement, of the
work is not a destruction, distortion, mutilation, or other modification de-
scribed in subsection (a)(3) unless the modification is caused by gross negligence.

(3) The rights described in paragraphs (1) and (2) of subsection (a) shall
not apply to any reproduction, depiction, portrayal, or other use of a work
in, upon, or in any connection with any item described in subparagraph (A)
or (B) of the definition of “work of visual art” in section 101, and any such
reproduction, depiction, portrayal, or other use of a work is not a destruction,
distortion, mutilation, or other modification described in paragraph (3) of
subsection (a).

(d) DuraTioN oF RigHTs.— (1) With respect to works of visual art created on
or after the effective date set forth in section 610(a) of the Visual Artists Rights Act
of 1990, the rights conferred by subsection (a) shall endure for a term consisting
of the life of the author.

(2) With respect to works of visual art created before the effective date set
forth in section 610(a) of the Visual Artists Rights Act of 1990, but title to
which has not, as of such effective date, been transferred from the author, the
rights conferred by subsection (a) shall be coextensive with, and shall expire at
the same time as, the rights conferred by section 106.

(3) In the case of a joint work prepared by two or more authors, the rights
conferred by subsection (a) shall endure for a term consisting of the life of the
last surviving author.

(4) All terms of the rights conferred by subsection (a) run to the end of the
calendar year in which they would otherwise expire.

(e) TRANSFER AND WAIVER. —(1) The rights conferred by subsection (a) may
not be transferred, but those rights may be waived if the author expressly agrees

to such waiver in a written instrument signed by the author. Such instrument
shall specifically identify the work, and uses of that work, to which the waiver
applies, and the waiver shall apply only to the work and uses so identified. In the
case of a joint work prepared by two or more authors, a waiver of rights under
this paragraph made by one such author waives such rights for all such authors.
(2) Ownership of the rights conferred by subsection (a) with respect to a
work of visual art is distinct from ownership of any copy of that work, or of
a copyright or any exclusive right under a copyright in that work. Transfer
of ownership of any copy of a work of visual art, or of a copyright or any
exclusive right under a copyright, shall not constitute a waiver of the rights
conferred by subsection (a). Except as may otherwise be agreed by the author
in a written instrument signed by the author, a waiver of the rights conferred
by subsection (a) with respect to a work of visual art shall not constitute a
transfer of ownership of any copy of that work, or of ownership of a copyright

or of any exclusive right under a copyright in that work.
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§107 - Limitations on exclusive rights: Fair use*’

Notwithstanding the provisions of sections 106 and 106A, the fair use of a
copyrighted work, including such use by reproduction in copies or phonorecords
or by any other means specified by that section, for purposes such as criticism,
comment, news reporting, teaching (including multiple copies for classroom use),
scholarship, or research, is not an infringement of copyright. In determining
whether the use made of a work in any particular case is a fair use the factors to
be considered shall include —

(1) the purpose and character of the use, including whether such useis ofa
commercial nature or is for nonprofit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copy-
righted work as a whole; and

(4) the effect of the use upon the potential market for or value of the copy-
righted work.

The fact that a work is unpublished shall not itself bar a finding of fair use if
such finding is made upon consideration of all the above factors.

® 5 501(a)sk: XMRAUE X, RMEAT NS HAUTA H LA (A1§106 T
S k. R BUAERBGE . BRI REBRABURE 2 sy
KEEIL (§106(1). §106(3)) , HeAiH/ALkh (WTELREBLHA, §106(4)) . it
HAABEE IR TR (§602)

§501 - Infringement of copyright’

(a) Anyone who violates any of the exclusive rights of the copyright owner
as provided by sections 106 through 122 or of the author as provided in section
106A(a), or who imports copies or phonorecords into the United States in viola-
tion of section 602, is an infringer of the copyright or right of the author, as the
case may be. For purposes of this chapter (other than section 506), any reference
to copyright shall be deemed to include the rights conferred by section 106A(a).
As used in this subsection, the term “anyone” includes any State, any instrumen-
tality of a State, and any officer or employee of a State or instrumentality of a
State acting in his or her official capacity. Any State, and any such instrumental-
ity, officer, or employee, shall be subject to the provisions of this title in the same
manner and to the same extent as any nongovernmental entity.

® 55504 &5 RAUG AT (SEPRIRR+FIEHE B, T 15 JTEIu/MEM) .
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§504 - Remedies for infringement: Damages and profits’

(a) IN GENERAL. —Except as otherwise provided by this title, an infringer of
copyright is liable for either —

(1) the copyright owner’s actual damages and any additional profits of the
infringer, as provided by subsection (b); or

(2) statutory damages, as provided by subsection (c).

(b) ActuaL DaAMAGES AND ProFr1Ts. — The copyright owner is entitled to re-
cover the actual damages suffered by him or her as a result of the infringement, and
any profits of the infringer that are attributable to the infringement and are not
taken into account in computing the actual damages. In establishing the infringer’s
profits, the copyright owner is required to present proof only of the infringer’s
gross revenue, and the infringer is required to prove his or her deductible expenses
and the elements of profit attributable to factors other than the copyrighted work.

(c) StATUTORY DAMAGES. —

(1) Except as provided by clause (2) of this subsection, the copyright owner
may elect, at any time before final judgment is rendered, to recover, instead of
actual damages and profits, an award of statutory damages for all infringements
involved in the action, with respect to any one work, for which any one infringer
is liable individually, or for which any two or more infringers are liable jointly



and severally, in a sum of not less than $750 or more than $30,000 as the court

considers just. For the purposes of this subsection, all the parts of a compilation

or derivative work constitute one work.

(2) In a case where the copyright owner sustains the burden of proving, and
the court finds, that infringement was committed willfully, the court in its dis-
cretion may increase the award of statutory damages to a sum of not more than
$150,000. In a case where the infringer sustains the burden of proving, and the
court finds, that such infringer was not aware and had no reason to believe that
his or her acts constituted an infringement of copyright, the court in its discretion
may reduce the award of statutory damages to a sum of not less than s200. The
court shall remit statutory damages in any case where an infringer believed and
had reasonable grounds for believing that his or her use of the copyrighted work
was a fair use under section 107, if the infringer was: (i) an employee or agent of
anonprofit educational institution, library, or archives acting within the scope of
his or her employment who, or such institution, library, or archives itself, which
infringed by reproducing the work in copies or phonorecords; or (ii) a public
broadcasting entity which or a person who, as a regular part of the nonprofit
activities of a public broadcasting entity (as defined in section 118(f)) infringed by
performing a published nondramatic literary work or by reproducing a transmis-
sion program embodying a performance of such a work.

(3) (A) In a case of infringement, it shall be a rebuttable presumption that
the infringement was committed willfully for purposes of determining relief
if the violator, or a person acting in concert with the violator, knowingly pro-
vided or knowingly caused to be provided materially false contact information
to a domain name registrar, domain name registry, or other domain name
registration authority in registering, maintaining, or renewing a domain name
used in connection with the infringement.

(B) Nothing in this paragraph limits what may be considered willful in-
fringement under this subsection.

(C) For purposes of this paragraph, the term “domain name” has the mean-
ing given that term in section 45 of the Act entitled “An Act to provide for the
registration and protection of trademarks used in commerce, to carry out the
provisions of certain international conventions, and for other purposes” ap-
proved July 5, 1946 (commonly referred to as the “Trademark Act of 19467; 15
S Caaraz),

(d) ApprTioNAL DAMAGES 1IN CERTAIN CASES.—In any case in which the
court finds that a defendant proprietor of an establishment who claims as a de-
fense that its activities were exempt under section 110(5) did not have reasonable
grounds to believe that its use of a copyrighted work was exempt under such sec-
tion, the plaintiff shall be entitled to, in addition to any award of damages under
this section, an additional award of two times the amount of the license fee that

the proprietor of the establishment concerned should have paid the plaintiff for
such use during the preceding period of up to 3 years.

§505 - Remedies for infringement: Costs and attorney’s fees

In any civil action under this title, the court in its discretion may allow the
recovery of full costs by or against any party other than the United States or an of-
ficer thereof. Except as otherwise provided by this title, the court may also award
a reasonable attorney’s fee to the prevailing party as part of the costs.
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“§1201. Circumvention of copyright protection systems

“(a) VIOLATIONS REGARDING CIRCUMVENTION OF TECHNO-
LOGICAL MEASURES.—(1)XA) No person shall circumvent a techno-
logical measure that effectively controls access to a work protected

Effective date.

Reports.
Regulations.

Publication.

under this title. The prohibition contained in the preceding sentence
shall take effect at the end of the 2-year period beginning on
the date of the enactment of this chapter.

“(B) The prohibition contained in subparagraph (A) shall not
apply to persons who are users of a copyrighted work which is
in a pa_rt.lcular class of works, if such persons are, or are likely
to be in the succeeding 3-year pen—:}d adversely aﬂ'ect.ed by virtue
of such prohibition in their ability to make noninfringing uses
of that particular class of works under this title, as determined
under subparagraph (C).

“(C) During the 2-year period described in subparagraph (A),
and during each succeeding 3-year period, the Librarian of Con-
gress, upon the recommendation of the Register of Copyrights,
who shall consult with the Assistant Secretary for Communications
and Information of the Department of Commerce and report and
comment on his or her views in making such recommendation,
shall make the determination in a rulemaking proceeding on the
record for purposes of subparagraph (B) of whether persons who
are users of a copyrighted work are, or are likely to be in the
succeeding 3-year period, adversely affected by the prohibition
under suhpa_ragrapge(m in their ability to make noninfringing
uses under this title of a particular class of copyrighted works.
In conducting such rulemaking, the Librarian shall examine—

“(i) the availability for use of copyrighted works;

“(i1) the availability for use of works for nonprofit archival,
preservation, and educational purposes;

“(iii) the impact that the prohibition on the circumvention
of technological measures applied to copyrighted works has
on criticism, comment, news reporting, teaching, scholarship,
or research;

“(iv) the effect of circumvention of technological measures
on the market for or value of copyrighted works; and

“v) such other factors as the Librarian considers appro-
priate.

“(D) The Librarian shall publish any class of copyrighted works
for which the Librarian has determined, pursuant to the rulemaking
condueted under subparagraph (C), that noninfringing uses by per-
sons who are users of a cc:-pynghted work are, or are likely to
be, adversely affected, and the prohibition contained in subpara-
graph (A) shall not apply to such users with respect to such class
of works for the ensuing 3-year period.

“(E) Neither the exception under subparagraph (B) from the
applicability of the prohibition contained in subparagraph (A), nor
any determination made in a rulemaking conducted under subpara-
graph (C), may be used as a defense in any action to enforce
any provision of this title other than this paragraph.

“(2) No person shall manufacture, import, offer to the public,
provide, or otherwise traffic in any technology, product, service,
device, component, or part thereof, that—

“(A) is primarily designed or produced for the purpose
of circumventing a technological measure that effectively con-
trols access to a work protected under this title;

“B) has only limited commercially significant purpose or
use other than te circumvent a technological measure that
effectively controls access to a work protected under this title;
or



“(C) is marketed by that person or another acting in concert
with that person with that person’s knowledge for use in cir-
cumventing a technological measure that effectively controls
access to a work protected under this title.

“(3) As used in this subsection—

“(A) to ‘circumvent a technological measure’ means to
descramble a scrambled work, to deerypt an encrypted work,
or otherwise to avoid, bypass, remove, deactivate, or impair
a technological measure, without the authority of the copyright
owner; and

“B) a technological measure ‘effectively controls access to
a work’ if the measure, in the ordinary course of its operation,
requires the application of information, or a process or a treat-
ment, with the authority of the copyright ewner, to gain access
to the work.

“(b) ADDITIONAL VIOLATIONS.—(1) No person shall manufacture,
mciort offer to the public, provide, or otherwise traffic in any

nology, product, service, device, component, or part thereof,
that—

“(A) is primarily designed or produced for the purpose
of circumventing protection afforded E}r a technological measure
that effectively protects a right of a copyright owner under
this title in a work or a portion thereof:

“B) has only limited commercially significant purpose or
use other than to circumvent protection afforded by a techno-
logical measure that effectively protects a right of a copyright
owner under this title in a work or a portion thereof; or

“(C) is marketed by that person or another acting in concert
with that person with that person’s knowledge for use in eir-
cumventing protection afforded by a technological measure that
effectively protects a right of a copyright owner under this
title in a work or a portion thereof.

“2) As used in this subsection—

“(A) to ‘circumvent protection afforded by a technological
measure’ means avmdmg, bypassing, removing, deactivating,
or otherwise impairing a technological measure; and

“B) a technological measure ‘effectively prute{:ts a right
of a copyright owner under this title’ if the measure, in the
ordinary course of its operation, prevents, restricts, or otherwise
Hniu.its the exercise of a right of a copyright owner under this
title,

“(e) OTHER RigHTS, ETC., NOT AFFECTED.—(1) Nothing in this
section shall affect rights, remedies, limitations, or defenses to
copyright infringement, including fair use, under this title.

“(2) Nothing in this section shall enlarge or diminish vicarious
or contributory liability for copyright infringement in connection
with any technology, product, service, device, component, or part
thereof.

“(3) Nothing in this section shall require that the design of,
or design and selection of parts and components for, a consumer
electronics, telecommunications, or computing product provide for
a response to any particular technological measure, so long as
such part or component, or the product in which such part or
component is integrated, does not otherwise fall within the prohibi-
tions of subsection (a)2) or (b)(1).



“C) is marketed by that person or another acting in conecert
with that person with that person’s knowledge for use in cir-
cumventing a technological measure that effectively controls
access to a work protected under this title.

“(3) As used in this subsection—

“A) to ‘circumvent a technological measure’ means to
descramble a scrambled work, to decrypt an encrypted work,
or otherwise to avoid, bypass, remove, deactivate, or impair
a technological measure, without the authority of the copyright
owner; and

“B) a technological measure ‘effectively controls access to
a work’ if the measure, in the ordinary course of its operation,
requires the application of information, or a process or a treat-
ment, with the authority of the copyright owner, to gain access
to the work.

“(b) ADDITIONAL VIOLATIONS.—(1) No person shall manufacture,
import, offer to the publie, provide, or otherwise traffic in any
technology, product, service, device, component, or part thereof,
that—

“(A) is primarily designed or graduced for the purpose
of circumventing protection afforded by a technological measure
that effectively protects a right of a copyright owner under
this title in a work or a portion thereof;

“(B) has only limited commercially significant purpose or
use other than to circumvent protection afforded by a techno-
logical measure that effectively protects a right of a copyright
owner under this title in a work or a portion thereof; or

%C) is marketed by that person or another acting in concert
with that person with that person’s knowledge for use in cir-
cumventing protection afforded by a technological measure that
effectively protects a right of a copyright owner under this
title in a work or a portion thereof.

“(2) As used in this subsection—

“(A) to ‘circumvent protection afforded by a technological
measure’ means avoiding, bypassing, removing, deactivating,
or otherwise impairing a technological measure; and

“B) a technological measure ‘effectively protects a right
of a copyright owner under this title’ if the measure, in the
ordinary course of its operation, prevents, restricts, or otherwise
]jninjts the exercise of a right of a copyright owner under this
title.

“l¢) OrHER RicHTS, ETC., NOoT AFFECTED.—(1) Nothing in this
section shall affect rights, remedies, limitations, or defenses to
copyright infringement, including fair use, under this title.

“(2) Nothing in this section shall enlarge or diminish vicarious
or contributory liability for copyright infringement in connection
with any technology, product, service, device, component, or part
thereof.

“(3) Nothing in this section shall require that the design of,
or design and selection of parts and components for, a consumer
electronics, telecommunications, or computing product provide for
a response to any particular technological measure, so long as
such part or component, or the product in which such part or
component is integrated, does not otherwise fall within the prohibi-
tions of subsection (aX2) or (b)(1).



“(4) Nothing in this section shall enlarge or diminish any rights
of free speech or the press for activities using consumer electronics,
telecommunications, or computing products.

“(d) EXEMPTION FOR NONPROFIT LIBRARIES, ARCHIVES, AND EDU-
CATIONAL INSTITUTIONS.—(1) A nonprofit library, archives, or edu-
cational institution which gains access to a commercially exploited
copyrighted work solely in order to make a good faith determination
of whether to acquire a copy of that work for the sole purpose
of engaging in conduct permitted under this title shall not be
in violation of subsection (a)(1¥A). A copy of a work to which
access has been gained under this aragrapﬁ—

“A) may not be retai longer than necessary to make
such good faith determination; and
“B) may not be used for any other purpose.

“2) The exemption made available under paragraph (1) shall
only apply with respect to a work when an identical copy of that
work is not reasonably available in another form.

“(3) A nonprofit library, archives, or educational institution
that willfully for the purpose of commercial advantage or financial
gain violates paragraph (1)—

“A) shall, for the first offense, be subject to the civil
remedies under section 1203; and

“(B) shall, for repeated or subsequent offenses, in addition
to the civil remedies under section 1203, forfeit the exemption

provided under paragraph (1).

“(4) This subsection may not be used as a defense to a claim
under subsection (aX2) or (b), nor may this subsection permit a
nonprofit library, archives, or educational institution te manufae-
ture, import, offer to the public, provide, or otherwise traffic in
any technology, product, service, component, or part thereof, which
circumvents a technological measure.

“(5) In order for a library or archives to qualify for the exemp-
tion under this subsection, the collections of that library or archives
shall be—

“(A) open to the public; or
“(B) available not only to researchers affiliated with the

library or archives or with the institution of which it is a

E&{&, but also to other persons doing research in a specialized

eld.

“e) Law ENFORCEMENT, INTELLIGENCE, AND OTHER (GOVERN-
MENT ACTIVITIES.—This section does not prohibit any lawfully
authorized investigative, protective, information security, or intel-
ligence activity of an officer, agent, or employee of the United
States, a State, or a political subdivision of a State, or a person
acting pursuant to a contract with the United States, a State,
or a political subdivision of a State. For purposes of this subsection,
the term ‘information security’ means activities carried out in order
to identify and address the vulnerabilities of a government com-
puter, computer system, or computer network.

“f) REVERSE ENGINEERING.—(1) Notwithstanding the provi-
sions of subsection (a)(1)(A), a person who has lawfully obtained
the right to use a copy of a computer program may circumvent
a technological measure that effectively controls access to a particu-
lar portion of that program for the sole purpose of identifying
and analyzing those elements of the program that are necessary
to achieve interoperability of an independently created computer
program with other programs, and that have not previously been



readily available to the person engaging in the circumvention, to
the extent any such acts of identification and analysis do not
constitute infringement under this title.

“(2) Notwithstanding the provisions of subsections (a)2) and
(b), a person may develop and employ technological means to cir-
cumvent a technological measure, or to circumvent protection
afforded by a technological measure, in order to enable the identi-
fication and analysis under paragraph (1), or for the purpose of
enabling interoperability of an independently created computer pro-
gram with other programs, if such means are necessary to achieve
such interoperability, to the extent that doing so does not constitute
infringement under this title.

“(3) The information acquired through the acts permitted under
ﬁearagraph (1), and the means permitted under paragraph (2), may
made available to others if the person referred to in paragraph
(1) or (2), as the case may be, provides such information or means
solely for the purpose of enabling interoperability of an independ-
ently created computer program with other programs, and to the
extent that doing so does not constitute infringement under this
title or violate applicable law other than this section.

“(4) For purposes of this subsection, the term ‘interoperability’
means the agﬂ.lty of computer pragrams to exchange information,
and of such programs mutually to use the information which has
been exchanged.

“(g) ENCRYPTION RESEARCH.—

“(1) DEFINITIONS.—For purposes of this subsection—

“(A) the term ‘encryption research’ means activities
necessary to identify and analyze flaws and vulnerabilities
of encryption technologies applied to copyrighted works,
if these activities are conducted to advance the state of
knowledge in the field of eneryption technology or to assist
in the development of eneryption products; and

“(B) the term ‘encryption technology’ means the seram-
bling and descrambling of information using mathematical
farmu]as or algorithms.

“(2) PERMISSIBLE ACTS OF ENCRYPTION RESEARCH.—Not-
withstanding the provisions of subsection (a) 1)(A), it is not

a violation of that subsection for a person to circumvent a

technological measure as applied to a copy, phonorecord,

performance, or display of a published work in the course
of an act of ood faith encryption research if—

A) the person lawfully obtained the encrypted copy,

phonorecord, performance, or display of the published work;

“(B) such act is necessary to conduct such encryption
research;

“C) the person made a good faith effort to obtain
authorization before the circumvention; and

YD) such act does not constitute infringement under
this title or a violation of applicable law other than this
section, including section 1030 of title 18 and those provi-
sions of title 18 amended by the Computer Fraud and
Abuse Act of 1986.

“(3) FACTORS IN DETERMINING EXEMPTION.—In determining
whether a person qualifies for the exemption under paragraph

(2), the factors to be considered shall include—

“(A) whether the information derived from the
encryption research was disseminated, and if so, whether
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it was disseminated in a manner reasonably ecaleulated
to advance the state of knowledge or development of
encryption technology, versus whether it was disseminated
in a manner that facilitates infringement under this title
or a violation of applicable law other than this section,
including a violation of privacy or breach of security;

“(B) whether the person is engaged in a legitimate
course of study, is employed, or is appropriately trained
or rienced, in the field of encryption technology; and

C) whether the person provides the copyright owner
of the work to which the technological measure is applied
with notice of the findings and documentation of the
research, and the time when such notice is provided.

“(4) USE OF TECHNOLOGICAL MEANS FOR RESEARCH ACTIVI-
TIES.—Notwithstanding the provisions of subsection (a}(2), it
is not a violation of that subsection for a person to—

“(A) develop and employ technological means to cir-
cumvent a technological measure for the sole purpose of
that person performing the acts of good faith encryption
research deseribed in paragraph (2); and

“(B) provide the technological means to another person
with whom he or she is working collaboratively for the
purpose of conducting the acts of good faith eneryption
research deseribed in paragraph (2) or for the purpose
of having that other person verify his or her acts of good
faith encryption research deseribed in paragraph (2).

“(5) REPORT TO CONGRESS.—Not later than 1 year after
the date of the enactment of this chapter, the Register of
Copyrights and the Assistant Secretary for Communications
and Information of the Department of Commerce shall jointly
report to the Congress on the effect this subsection has had
on—

“(A) encryption research and the development of
encryption technology;

“(B) the adequacy and effectiveness of technologieal
measures designed to protect copyrighted works; and

“(C) protection of copyright owners against the
unauthorized access to their encrypted copyrighted works.

The report shall include legislative recommendations, if any.
“(h) EXcEPTIONS REGARDING MINORS.—In applying subsection

(a) to a component or part, the court may consider the necessity
for its intended and actual incorporation in a technology, product,
service, or device, which—

“(1) does not itself violate the provisions of this title; and

“(2) has the sole purpose to prevent the access of minors
to material on the Internet.
“(1) PROTECTION OF PERSONALLY IDENTIFYING INFORMATION.—

(1) CIRCUMVENTION PERMITTED.—Notwithstanding the
provisions of subsection (a)(1)(A), it is not a violation of that
subsection for a person to circumvent a technological measure
t.htiit ffﬂ'ect.wely controls access to a work protected under this
title, if—

“(A) the technological measure, or the work it protects,
contains the capahility of collecting or disseminating
personally identifying information reflecting the online
activities of a natural person who seeks to gain access
to the work protected;



in subsection (2), provided such technological means does not
otherwise violate section (a)(2).
“(k) CErTAIN ANALOG DEVICES AND CERTAIN TECHNOLOGICAL
MEASURES.—
“(1) CERTAIN ANALOG DEVICES.—

Effective date. “A) Effective 18 months after the date of the enact-
ment of this chapter, no person shall manufacture, import,
offer to the public, provide or otherwise traffic in any—

“i) VHS format analog video cassette recorder
unless such recorder conforms to the automatic gain
control copy control technology;

“(ii) 8Bmm format analog video cassette camcorder
unless such camcorder conforms to the automatic gain
control technology;

“(iii) Beta format analog video cassette recorder,
unless such recorder conforms to the automatic gai
control copy control technology, except that this
requirement shall not apply until there are 1,000 Beta
format analog video cassette recorders sold in the
United States in any one calendar year after the date
of the enactment of this chapter;

“iv) 8mm format analog video cassette recorder
that is not an analog video cassette camcorder, unless
such recorder conforms to the automatie gain control
copy control technology, except that this requirement
shall not apply until there are 20,000 such recorders
sold in the %n:it,ed States in any one calendar year
after the date of the enactment of this chapter; or

“(v) analog video cassette recorder that records
using an NTSC format video input and that is not
otherwise covered under clauses (i) through (iv), unless
such device conforms te the automatic gain control
mﬁy control technology.

Effective date. “B) Effective on the date of the enactment of this
chapter, no person shall manufacture, import, offer to the
public, provide or otherwise traffic in—

“(i) any VHS format analog video cassette recorder
or any 8mm format analog video cassette recorder if
the design of the model of such recorder has been
modified after such date of enactment so that a model
of recorder that previously conformed to the automatic
gain control copy control technology no longer conforms
to such technology: or

“il) any VHS format analog video cassette
recorder, or any 8mm format analog video cassette
recorder that is not an 8mm analog video cassette
camcorder, if the design of the model of such recorder
has been modified after such date of enactment so
that a model of recorder that previously conformed
to the four-line colorstripe copy control technology no
longer conforms to such technology.

Manufacturers that have not previously manufactured or
sold a VHS format analog video cassette recorder, or an
8mm format analog cassette recorder, shall be required
to conform to the four-line colorstripe copy control tech-
nology in the initial model of any such recorder manufae-
tured after the date of the enactment of this chapter,



and thereafter to continue conforming to the four-line

colorstripe copy control technology. For purposes of this

subparagraph, an analog video cassette recorder ‘conforms

to’ the four-line colorstripe copy control technology if it

records a signal that, when played back by the playback

function of that recorder in the normal viewing mode,

exhibits, on a reference display device, a display containing

distracting visible lines through portions of the viewable
icture.

?‘::2} CERTAIN ENCODING RESTRICTIONS.—No person shall
apply the automatic gain control copy control technology or
colorstripe copy control technology to prevent or limit consumer
copying except such copying—

“(A) of a single transmission, or specified group of
transmissions, of live events or of audiovisual works for
which a member of the public has exercised choice in
selecting the transmissions, including the content of the
transmissions or the time of receipt of such transmissions,
or both, and as to which such member is charged a separate
fee for each such transmission or specified group of trans-
missions;

“B) from a copy of a transmission of a live event
or an audiovisual work if such transmission is provided
by a channel or service where payment is made by a
member of the public for such channel or service in the
form of a subscription fee that entitles the member of
the public to receive all of the programming contained
in such channel or service;

“C) from a physical medium containing one or more
prerecorded audiovisual works; or

“D) from a copy of a transmission described in
subparagraph (A) or from a copy made from a physical
medium described in subparagraph (C).

In the event that a transmission meets both the conditions
set forth in subparagraph (A) and those set forth in subpara-
graph (B), the transmission shall be treated as a transmission
described in subparagraph (A).

“3) InaPPLICABILITY.—This subsection shall not—

“(A) require any analog video cassette camcorder to
conform to the automatic gain control copy control tech-
nology with respect to any video signal received through
a camera lens;

“B) apply to the manufacture, importation, offer for
sale, provision of, or other trafficking in, any professional
analog video cassette recorder; or

“C) apply to the offer for sale or provigion of, or
other traﬂP cking in, any previously owned analog video
cassette recorder, if such recorder was legally manufactured
and sold when new and not subsequently modified in viola-
tion of paragraph (1)(B).

“(4) DEFINITIONS.—For purposes of this subsection:

“(A) An ‘analog video cassette recorder’ means a device
that records, or a device that includes a function that
records, on electromagnetic tape in an analog format the
electronic impulses produced by the video and audio por-
tions of a television program, motion picture, or other form
of audiovisual work.



“B) An ‘analog video cassette camcorder’ means an
analog video cassette recorder that contains a recording
function that operates through a camera lens and through
a video input that may be connected with a television
or other video playback device.

“C) An analog video cassette recorder ‘conforms’ to
the automatic gain control copy control technology if it—

“(i) detects one or more of the elements of such
technology and does not record the motion picture or
transmission protected by such technology; or

“(ii) records a signal that, when played back, exhib-
its a meaningfully distorted or degraded display.

“D) The term ‘professional analog video cassette
recorder’ means an analog video cassette recorder that
is designed, manufactured, marketed, and intended for use
by a person who regularly employs such a deviee for a
lawful business or industrial use, including making,
performing, displaying, distributing, or transmitting copies
of motion pictures on a commercial scale.

“E) The terms ‘VHS format’, ‘8mm format’, ‘Beta for-
mat’, ‘automatic gain control copy control technology’,
‘colorstripe copy control technology’, ‘four-line version of
the colorstripe copy contrel technology’, and ‘NTSC’ have
the meanings that are commonly understood in the con-
sumer electronics and motion picture industries as of the
date of the enactment of this chapter.

“(5) VIOLATIONS.—Any violation of paragraph (1) of this
subsection shall be treated as a violation of subsection (b)(1)
of this section. Any violation of paragraph (2) of this subsection
shall be deemed an ‘act of circumvention’ for the purposes
of section 1203(c)(3)(A) of this chapter.
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Limitations on liability relating to material online

(a)Transitory Digital Network Communications.—A service provider shall not be liable

for monetary relief, or, except as provided in subsection (j), for injunctive or other equitable
relief, for infringement of copyright by reason of the provider’s transmitting, routing, or providing
connections for, material through a system or network controlled or operated by or for the service
provider, or by reason of the intermediate and transient storage of that material in the course of
such transmitting, routing, or providing connections, if—

M

the transmission of the material was initiated by or at the direction of a person other than
the service provider;

@

the transmission, routing, provision of connections, or storage is carried out through an
automatic technical process without selection of the material by the service provider;

(€)

the service provider does not select the recipients of the material except as an automatic
response to the request of another person;
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)

no copy of the material made by the service provider in the course of such intermediate or
transient storage is maintained on the system or network in a manner ordinarily accessible

to anyone other than anticipated recipients, and no such copy is maintained on the system or
network in a manner ordinarily accessible to such anticipated recipients for a longer period
than is reasonably necessary for the transmission, routing, or provision of connections; and

&)
the material is transmitted through the system or network without modification of its content.

(b)System Caching.—
(1)Limitation on liability.—A service provider shall not be liable for monetary relief, or,
except as provided in subsection (j), for injunctive or other equitable relief, for infringement of
copyright by reason of the intermediate and temporary storage of material on a system or
network controlled or operated by or for the service provider in a case in which—

A)
the material is made available online by a person other than the service provider;
(B)

the material is transmitted from the person described in subparagraph (A) through the
system or network to a person other than the person described in subparagraph (A) at the
direction of that other person; and

©

the storage is carried out through an automatic technical process for the purpose of making
the material available to users of the system or network who, after the material is transmitted
as described in subparagraph (B), request access to the material from the person described in
subparagraph (A),

if the conditions set forth in paragraph (2) are met.
(2)Conditions.—The conditions referred to in paragraph (1) are that—

A)

the material described in paragraph (1) is transmitted to the subsequent users described in
paragraph (1)(C) without modification to its content from the manner in which the material
was transmitted from the person described in paragraph (1)(A);

®
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the service provider described in paragraph (1) complies with rules concerning the
refreshing, reloading, or other updating of the material when specified by the person making
the material available online in accordance with a generally accepted industry standard data
communications protocol for the system or network through which that person makes the
material available, except that this subparagraph applies only if those rules are not used by
the person described in paragraph (1)(A) to prevent or unreasonably impair the intermediate
storage to which this subsection applies;

(C)the service provider does not interfere with the ability of technology associated with the
material to return to the person described in paragraph (1)(A) the information that would
have been available to that person if the material had been obtained by the subsequent users
described in paragraph (1)(C) directly from that person, except that this subparagraph
applies only if that technology—

@

does not significantly interfere with the performance of the provider’s system or network
or with the intermediate storage of the material;

(i)

is consistent with generally accepted industry standard communications protocols; and

(i)

does not extract information from the provider’s system or network other than the
information that would have been available to the person described in paragraph (1)(A) if
the subsequent users had gained access to the material directly from that person;

D)

if the person described in paragraph (1)(A) has in effect a condition that a person must meet
prior to having access to the material, such as a condition based on payment of a fee or
provision of a password or other information, the service provider permits access to the
stored material in significant part only to users of its system or network that have met those
conditions and only in accordance with those conditions; and

(E)if the person described in paragraph (1)(A) makes that material available online without
the authorization of the copyright owner of the material, the service provider responds
expeditiously to remove, or disable access to, the material that is claimed to be infringing
upon notification of claimed infringement as described in subsection (c)(3), except that this
subparagraph applies only if—

®
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the material has previously been removed from the originating site or access to it has been
disabled, or a court has ordered that the material be removed from the originating site or
that access to the material on the originating site be disabled; and

(i)

the party giving the notification includes in the notification a statement confirming that

the material has been removed from the originating site or access to it has been disabled
or that a court has ordered that the material be removed from the originating site or that

access to the material on the originating site be disabled.

(c)Information Residing on Systems or Networks At Direction of Users.—

(DIn general.—A service provider shall not be liable for monetary relief, or, except as
provided in subsection (j), for injunctive or other equitable relief, for infringement of copyright
by reason of the storage at the direction of a user of material that resides on a system or
network controlled or operated by or for the service provider, if the service provider—

A)
@

does not have actual knowledge that the material or an activity using the material on the
system or network is infringing;

(i)

in the absence of such actual knowledge, is not aware of facts or circumstances from
which infringing activity is apparent; or

(i)

upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable
access to, the material;

®

does not receive a financial benefit directly attributable to the infringing activity, in a case in
which the service provider has the right and ability to control such activity; and

©)

upon notification of claimed infringement as described in paragraph (3), responds
expeditiously to remove, or disable access to, the material that is claimed to be infringing or
to be the subject of infringing activity.
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(2)Designated agent.—The limitations on liability established in this subsection apply to

a service provider only if the service provider has designated an agent to receive notifications
of claimed infringement described in paragraph (3), by making available through its service,
including on its website in a location accessible to the public, and by providing to the
Copyright Office, substantially the following information:

A)

the name, address, phone number, and electronic mail address of the agent.

(B)

other contact information which the Register of Copyrights may deem appropriate.

The Register of Copyrights shall maintain a current directory of agents available to the
public for inspection, including through the Internet, and may require payment of a fee
by service providers to cover the costs of maintaining the directory.

(3)Elements of notification.—

(A)To be effective under this subsection, a notification of claimed infringement must be a
written communication provided to the designated agent of a service provider that includes
substantially the following:

@

A physical or electronic signature of a person authorized to act on behalf of the owner of
an exclusive right that is allegedly infringed.

(i)

Identification of the copyrighted work claimed to have been infringed, or, if multiple
copyrighted works at a single online site are covered by a single notification, a
representative list of such works at that site.

(i)

Identification of the material that is claimed to be infringing or to be the subject of
infringing activity and that is to be removed or access to which is to be disabled, and
information reasonably sufficient to permit the service provider to locate the material.

@iv)
Information reasonably sufficient to permit the service provider to contact the

complaining party, such as an address, telephone number, and, if available, an electronic
mail address at which the complaining party may be contacted.
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™)

A statement that the complaining party has a good faith belief that use of the material in
the manner complained of is not authorized by the copyright owner, its agent, or the law.

(vi)

A statement that the information in the notification is accurate, and under penalty of
perjury, that the complaining party is authorized to act on behalf of the owner of an
exclusive right that is allegedly infringed.

®
@

Subject to clause (ii), a notification from a copyright owner or from a person authorized
to act on behalf of the copyright owner that fails to comply substantially with the
provisions of subparagraph (A) shall not be considered under paragraph (1)(A) in
determining whether a service provider has actual knowledge or is aware of facts or
circumstances from which infringing activity is apparent.

(i)

In a case in which the notification that is provided to the service provider’s designated
agent fails to comply substantially with all the provisions of subparagraph (A) but
substantially complies with clauses (ii), (iii), and (iv) of subparagraph (A), clause (i) of
this subparagraph applies only if the service provider promptly attempts to contact the
person making the notification or takes other reasonable steps to assist in the receipt of
notification that substantially complies with all the provisions of subparagraph (A).

(d)Information Location Tools.—A service provider shall not be liable for monetary relief, or,
except as provided in subsection (j), for injunctive or other equitable relief, for infringement of
copyright by reason of the provider referring or linking users to an online location containing
infringing material or infringing activity, by using information location tools, including a
directory, index, reference, pointer, or hypertext link, if the service provider—
M
A)

does not have actual knowledge that the material or activity is infringing;
®

in the absence of such actual knowledge, is not aware of facts or circumstances from which
infringing activity is apparent; or
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©

upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable
access to, the material;

@

does not receive a financial benefit directly attributable to the infringing activity, in a case in
which the service provider has the right and ability to control such activity; and

(€)

upon notification of claimed infringement as described in subsection (c)(3), responds
expeditiously to remove, or disable access to, the material that is claimed to be infringing or to
be the subject of infringing activity, except that, for purposes of this paragraph, the information
described in subsection (c¢)(3)(A)(iii) shall be identification of the reference or link, to material
or activity claimed to be infringing, that is to be removed or access to which is to be disabled,
and information reasonably sufficient to permit the service provider to locate that reference or
link.

(e)Limitation on Liability of Nonprofit Educational Institutions.—

(1)When a public or other nonprofit institution of higher education is a service provider, and
when a faculty member or graduate student who is an employee of such institution is
performing a teaching or research function, for the purposes of subsections (a) and (b) such
faculty member or graduate student shall be considered to be a person other than the institution,
and for the purposes of subsections (¢) and (d) such faculty member’s or graduate student’s
knowledge or awareness of his or her infringing activities shall not be attributed to the
institution, if—

A)

such faculty member’s or graduate student’s infringing activities do not involve the
provision of online access to instructional materials that are or were required or
recommended, within the preceding 3-year period, for a course taught at the institution by
such faculty member or graduate student;

®

the institution has not, within the preceding 3-year period, received more than two
notifications described in subsection (c)(3) of claimed infringement by such faculty member
or graduate student, and such notifications of claimed infringement were not actionable
under subsection (f); and

©
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the institution provides to all users of its system or network informational materials that
accurately describe, and promote compliance with, the laws of the United States relating to
copyright.

@

For the purposes of this subsection, the limitations on injunctive relief contained in subsections
(3)(2) and (j)(3), but not those in (j)(1), shall apply.

(HMisrepresentations.—Any person who knowingly materially misrepresents under this

section—

M

that material or activity is infringing, or

@

that material or activity was removed or disabled by mistake or misidentification,

shall be liable for any damages, including costs and attorneys’ fees, incurred by the alleged
infringer, by any copyright owner or copyright owner’s authorized licensee, or by a service
provider, who is injured by such misrepresentation, as the result of the service

provider relying upon such misrepresentation in removing or disabling access to the
material or activity claimed to be infringing, or in replacing the removed material or ceasing

to disable access to it.

(g)Replacement of Removed or Disabled Material and Limitation on Other Liability.—
(1)No liability for taking down generally.—

Subject to paragraph (2), a service provider shall not be liable to any person for any claim
based on the service provider’s good faith disabling of access to, or removal of, material or
activity claimed to be infringing or based on facts or circumstances from which infringing
activity is apparent, regardless of whether the material or activity is ultimately determined to be

infringing.

(2)Exception.—Paragraph (1) shall not apply with respect to material residing at the direction
of a subscriber of the service provider on a system or network controlled or operated by or for
the service provider that is removed, or to which access is disabled by the service provider,
pursuant to a notice provided under subsection (c¢)(1)(C), unless the service provider—

(A4)

takes reasonable steps promptly to notify the subscriber that it has removed or disabled
access to the material;

®
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upon receipt of a counter notification described in paragraph (3), promptly provides the
person who provided the notification under subsection (c)(1)(C) with a copy of the counter
notification, and informs that person that it will replace the removed material or cease
disabling access to it in 10 business days; and

©

replaces the removed material and ceases disabling access to it not less than 10, nor more
than 14, business days following receipt of the counter notice, unless its designated agent
first receives notice from the person who submitted the notification under subsection
(c)(1)(C) that such person has filed an action seeking a court order to restrain the subscriber
from engaging in infringing activity relating to the material on the service provider’s system
or network.

(3)Contents of counter notification.—To be effective under this subsection, a counter
notification must be a written communication provided to the service provider’s designated
agent that includes substantially the following:

(A)
A physical or electronic signature of the subscriber.
®

Identification of the material that has been removed or to which access has been disabled

and the location at which the material appeared before it was removed or access to it was
disabled.

©)

A statement under penalty of perjury that the subscriber has a good faith belief that the
material was removed or disabled as a result of mistake or misidentification of the material
to be removed or disabled.

D)

The subscriber’s name, address, and telephone number, and a statement that the subscriber
consents to the jurisdiction of Federal District Court for the judicial district in which the
address is located, or if the subscriber’s address is outside of the United States, for any
judicial district in which the service provider may be found, and that the subscriber will
accept service of process from the person who provided notification under subsection
(c)(1)(C) or an agent of such person.

(4)Limitation on other liability.—
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A service provider’s compliance with paragraph (2) shall not subject the service provider to
liability for copyright infringement with respect to the material identified in the notice provided
under subsection (¢)(1)(C).

(h)Subpoena To Identify Infringer.—
(1)Request.—

A copyright owner or a person authorized to act on the owner’s behalf may request the clerk of
any United States district court to issue a subpoena to a service provider for identification of an
alleged infringer in accordance with this subsection.

(2)Contents of request.—The request may be made by filing with the clerk—
(A)

a copy of a notification described in subsection (c)(3)(A);
®

a proposed subpoena; and

©)

a sworn declaration to the effect that the purpose for which the subpoena is sought is to
obtain the identity of an alleged infringer and that such information will only be used for the
purpose of protecting rights under this title.

(3)Contents of subpoena.—

The subpoena shall authorize and order the service provider receiving the notification and the
subpoena to expeditiously disclose to the copyright owner or person authorized by the
copyright owner information sufficient to identify the alleged infringer of the material
described in the notification to the extent such information is available to the service provider.

(4)Basis for granting subpoena.—

If the notification filed satisfies the provisions of subsection (c)(3)(A), the proposed subpoena
is in proper form, and the accompanying declaration is properly executed, the clerk shall
expeditiously issue and sign the proposed subpoena and return it to the requester for delivery to
the service provider.

(5)Actions of service provider receiving subpoena.—

Upon receipt of the issued subpoena, either accompanying or subsequent to the receipt of a
notification described in subsection (c¢)(3)(A), the service provider shall expeditiously disclose
to the copyright owner or person authorized by the copyright owner the information required
by the subpoena, notwithstanding any other provision of law and regardless of whether

the service provider responds to the notification.
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(6)Rules applicable to subpoena.—

Unless otherwise provided by this section or by applicable rules of the court, the procedure for
issuance and delivery of the subpoena, and the remedies for noncompliance with the subpoena,
shall be governed to the greatest extent practicable by those provisions of the Federal Rules of
Civil Procedure governing the issuance, service, and enforcement of a subpoena duces tecum.

(i)Conditions for Eligibility.—

(1)Accommodation of technology.—The limitations on liability established by this section
shall apply to a service provider only if the service provider—

A)

has adopted and reasonably implemented, and informs subscribers and account holders of
the service provider’s system or network of, a policy that provides for the termination in
appropriate circumstances of subscribers and account holders of the service provider’s
system or network who are repeat infringers; and

B
accommodates and does not interfere with standard technical measures.

(2)Definition.—As used in this subsection, the term “standard technical measures” means
technical measures that are used by copyright owners to identify or protect copyrighted works
and—

A)

have been developed pursuant to a broad consensus of copyright owners and service
providers in an open, fair, voluntary, multi-industry standards process;

(B)
are available to any person on reasonable and nondiscriminatory terms; and

©

do not impose substantial costs on service providers or substantial burdens on their systems
or networks.

(j)Injunctions.—The following rules shall apply in the case of any application for an injunction
under section 502 against a service provider that is not subject to monetary remedies under this
section:

(1)Scope of relief.—

(A)With respect to conduct other than that which qualifies for the limitation on remedies set
forth in subsection (a), the court may grant injunctive relief with respect to a service
provider only in one or more of the following forms:
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@

An order restraining the service provider from providing access to infringing material or
activity residing at a particular online site on the provider’s system or network.

(i)

An order restraining the service provider from providing access to a subscriber or account
holder of the service provider’s system or network who is engaging in infringing activity
and is identified in the order, by terminating the accounts of the subscriber or account
holder that are specified in the order.

(iii)

Such other injunctive relief as the court may consider necessary to prevent or restrain
infringement of copyrighted material specified in the order of the court at a particular
online location, if such relief is the least burdensome to the service provider among the
forms of relief comparably effective for that purpose.

(B)If the service provider qualifies for the limitation on remedies described in subsection (a),
the court may only grant injunctive relief in one or both of the following forms:

@

An order restraining the service provider from providing access to a subscriber or account
holder of the service provider’s system or network who is using the provider’s service to
engage in infringing activity and is identified in the order, by terminating the accounts of
the subscriber or account holder that are specified in the order.

(i)

An order restraining the service provider from providing access, by taking reasonable
steps specified in the order to block access, to a specific, identified, online location
outside the United States.

(2)Considerations.—The court, in considering the relevant criteria for injunctive relief under
applicable law, shall consider—

A)

whether such an injunction, either alone or in combination with other such injunctions
issued against the same service provider under this subsection, would significantly burden
either the provider or the operation of the provider’s system or network;

®
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the magnitude of the harm likely to be suffered by the copyright owner in the digital
network environment if steps are not taken to prevent or restrain the infringement;

©

whether implementation of such an injunction would be technically feasible and effective,
and would not interfere with access to noninfringing material at other online locations; and

D)

whether other less burdensome and comparably effective means of preventing or restraining
access to the infringing material are available.

(3)Notice and ex parte orders.—

Injunctive relief under this subsection shall be available only after notice to the service
provider and an opportunity for the service provider to appear are provided, except for orders
ensuring the preservation of evidence or other orders having no material adverse effect on the
operation of the service provider’s communications network.

(k)Definitions.—
(1)Service provider.—

A)

As used in subsection (a), the term “service provider” means an entity offering the
transmission, routing, or providing of connections for digital online communications,
between or among points specified by a user, of material of the user’s choosing, without
modification to the content of the material as sent or received.

®

As used in this section, other than subsection (a), the term “service provider” means a
provider of online services or network access, or the operator of facilities therefor, and
includes an entity described in subparagraph (A).

(2)Monetary relief.—

As used in this section, the term “monetary relief” means damages, costs, attorneys’ fees, and
any other form of monetary payment.

(DOther Defenses Not Affected.—

The failure of a service provider’s conduct to qualify for limitation of liability under this section
shall not bear adversely upon the consideration of a defense by the service provider that
the service provider’s conduct is not infringing under this title or any other defense.
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(m)Protection of Privacy.—Nothing in this section shall be construed to condition the
applicability of subsections (a) through (d) on—

M

a service provider monitoring its service or affirmatively seeking facts indicating infringing
activity, except to the extent consistent with a standard technical measure complying with the

provisions of subsection (i); or
@

a service provider gaining access to, removing, or disabling access to material in cases in
which such conduct is prohibited by law.

(n)Construction.—

Subsections (a), (b), (c), and (d) describe separate and distinct functions for purposes of applying
this section. Whether a service provider qualifies for the limitation on liability in any one of those
subsections shall be based solely on the criteria in that subsection, and shall not affect a
determination of whether that service provider qualifies for the limitations on liability under any

other such subsection.
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